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2. {3 SHR I 2 JEAE BOBL SR 24 PR SEBL. A L, BB EL A P A 10 A 5
B, T2 T A0 SR B PV SR, A2 e TR B T VE % A I % A BL, R
FEMATIIRES, L% BT AE /) L9 T

3. I 40 B M 251 0 — LIRS A7 6026 F0 R R A LA ) o1 0 — A4
WY, AEIERE LSS T ALY MR B, IS B T R T Internet 194
b RO S A, TR T ST I SERL, (BRI R, AEBAMTBE R LW, A
52 00 A MK LA TSR L, IR R 0T K LR, ST %
D ERCEET 52 2 075 9 2 O BF 2 4 E W RO TE 4 A 3 AT FL B E AR A2
SLRIRIZE Y, FTBL, Tk Sl R U A A s kb, R, MR E 0,
B T 402 % 4. ERR DA TR TR A7 e, el 5 T LR AT % 1
A AR, R TE 3 U, FES S BL RIS 4 U, AT U S LG 4,
1) DS Heetist 1

0 AR RGAP ARG, HelE RGOSR L RGN, 215 e A Sl
L AR, B B REOE A, Windows BEfF B EERAT L TOTATRLT), SUEBRIERSA A
AR SE A TE O, BRAERACH BN T R SRR, 5 T LU0, i, 4 Windows 3L
GEMLIN, AT — T ALALGE T B80T BLT . {2, S A TR 0 B ke 5 R,
S I e SR A 2
2 RS KR

(BB A B IF R, 0 (585 MR R, BT o LB B SR 1 L 5 9
P AP BL RSN, BT 0 AT AT RV 40 BT BT AN, o AT
0 AT S ST SR 7 A7 2605 LA S L7 BB G, 0863 07 2 2 S 53 3 33
XIS B B L B BT S AR T X S, SR T HCAE, A TTHES) T 8% (1 21
PO ARSI, i, T 50 TR A TR T RS S HR . BUAR R 1 B 5T
KEUN 3 % Hash BHL. RPBRE LR N FABI 8 )RR B 8 B LR O A BI85,
T, FATH S BIATEE 3 KB b Bl TR 5 A %

2.1 Hash EFR

WAGYE Hash R EC(HFR A 2455 08 50 AT K I g A\ T B0 A AR jl Ay [ 7 K 8 1) B L o
XA AR ZIH B Hash B (AR A i), X HL, A1 y=h(x)>h—> Hash %L, &
T AR L&A (L) NI x KT R, By KR E R, (2) XTI
BIA X, VR Hash i y 585, &adk, X T455E 1 Hash iy, FRHA x, ff£5 y=h(x) 7&
W EARTAT: Q)R FEREA x M x, B x # X, 43 h(x) = hO)FEHE LA 4T 45
EANEIN X, TS —ANARFEBEA X, B x # X, #15 h(x) = h(x)EHHE_EARTAT.

Hash BRI 1¥) = 22 H 3@ 76 T 3 AR 200 1) 58 3 PR AR B0 RN 42 mn B 7 2 44 (A 2k, B ar i Br b
CHEH T2 Hash B30 BEHH 7 %, X488 Hash s8R vk 2 Em 0 AR 3 25 (1)
TR R D R A R EO BB ) Hash eRER T (2) 2 TR LU0 RR G AL A
DES Z5ff] Hash BRECUETE; (3) ANFE TATA (B BE RN 35 il fA th) B 24435 () Hash 8. Hirpigs 3
2% Hash p& 05 % 4 11 SHA-1, SHA-256, SHA-384, SHA-512, MD4, MD5, RIPEMD #1 HAVAL
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7E 2004 AE L E BB, R K BN BIR KRG A (A MD4, MD5, HA-
VAL-128, RIPEMD %% Hash pRECIIMERELCTE ) B2 AR E %527 Hash s 577 10 i —
AN BRI Sy A et LU [ b B AT Hash BRERSS HT s SRR i i T . 25,
#£ 2005 AFERK P26 A6 W i 2 F, BN b R R T AT Hash o& ER 7% 1) T 2t
M AR BRIV B 2243 1K Hash BRI 20 10 [l A /635 B 2 S5 1 R s U A

2.2 FAYIERS RIS

XF T AN AR TR, G R 0 A B R i s AR R], Bl AR ASAHR], {H& AT
DA HH P AT 2 — MR 2 By A 3t D3 b — A, T8 XA 85 5 A R g 5085 B TR 0 o 5
SRR A R 2 1,

Iy LR L — R R R . n, 56 BB ns AR vfE DES, IDEA $53%, Skipjack 5%,
Rijndael STLAE4E, 43 2H B A B vt I R BEAE T iy 34 — PP ROk, ATASAE S BRI R AT BLN —
AR K H A ar B TG, fgm SRR P ag A B, Wl — DN A
1 N 224 7 BOE HE AR 19 SO S SE B, X 0 i LA PN 45 (1) I pR AR B () MR35 B2 Di(.)
BORB DR (2) Wik y S x 23 % k AER ARG % 30, B y= E(x), B4 MNTTHE y= Ex(x) B
x= Dy(y) TR 3T K ST AN AT .

B A o> AL B B IR E AN WTER N, AL I T AR AG 2] T R . B H AT
Nk, CEA 2R A5 B AR S, XTI R B E AR Bl 2 % 4y
TR X R AN bR ) TN S 4 s o L L N S o X B VT I
FE Br b, 56 FE R bREBORTEIUITAE 2001 4F 11 H 26 HIEZN A T8 50 s brvk (AES) 2,
EFEZ JGRM R 5 T NESSIE(new European schemes for signatures, integrity, and encryption)
%A1 ECRYPT (European network of excellence for cryptology)ilXi, #lE T — F 41 % il 45
2, AREE TR AT AN . AEE A, SIS =T RIARKS e AR AR AL ) AN T
BURE.

FURI, 40 4% 8 (9 35 s B 5 7 ) O 7 2R 2 0 () e o 85 R ol PR SR A Ak« R S B RD &
FHB RSB (B4

sRMe L B PR R R S A TR Gk, (AR AR, SR T A Y
OME SR AT S BT i v, IFAE %0 S $&. Bent Mi%(. Hash %L, BENLT 41
38 Ak BE T 7 IHTEAT T 7 S o e e,

BRor a2 b, S — R E B RGP, IR BRI R AN e A
(I — A5 R AR, SR Re LA RN 7 05 80—k — %%, WRKAS 2R MR m s . K
LR, NATTRAGR S 05 5 20—k — 3 %0, WfAe T i s S e mR . 55 4100 A
LU, i 05 (0 B 5 BN LR . A0 35 At 5 25 [ B S 0k 1) A 2505, s R 4
RIETWRIMER. A BBt T, BT A FARTPH ERtEAEra. gt
PETT IR B PP 1 46 7140, T AE R AATRR WP A 5 NI E S, RIS T S i R
OOT PR T A7 A P U AR U I S AT A T 5 Hh A k.

2.3 ANHEWES
X F— ARG VE, a0 BN A B A2 JF R, BRI 28 A g 2 43 590 44 F s A
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AR B SE I, I FASTTBE H b0 280 () HE 2 HOGE DY R i 2 3 B0 (FAEH), B A X /N0
PRIRR A AESSFR RS, R A A 0

E AN 1976 4F 4341135 00 () JARAR H LSk [ Py A0 85 0 2 R BT T VR 2240 75 0 A 40 5 i 4
i, P 4RI AL 1978 4F Rivest 2542 ) RSA A41AHIP, 1978 4F Merkle 15 Hellman
P PFE TS A B MH 54441 1979 4F Rabin 42 H % Rabin 4751, 1985 4£ ElGamal
R ElGamal A%, 1987 4F Koblitz A1 Miller 5 HAA [ it 25 250 2 93 At B8 L J Bt
TACH G A BE 8 (1) MeEliece MAHIPVRIEE 143 BR A ZhHLER I8 (1 23 B 5 i A o 212 2 0 i
B T AR AN, BT ARP) E LT 454 RSA %544, Rabin 2544 .
ElGamal 244, Schnorr %544 POk 25 [H [H 5 $ 725 4 br vl DSSPY, T % 45 42 mr LR35 B
ISR  SEAEPE AN A A, DRk, BEAE SEBR Y )RR 2L, Re R Ec 72 A a2 4
R SR A T v P NI = P A NIRRT A R N N R S A I T
AN | R T AN R R A N | TR P A N - PSP A N 78 P AN Vet
MEH LM A B LM DU 1% Rl 5145 47 A acles]

OB AR BAT V200N, (H S A B A 1 2 B DGR RIE 15 BEAR 2 2 A%, B 4 B Rl
FATHIEE T H A APIAEHESE X509 1E P HESR i e s Mg S S 2%, FLoA & 514, 1984
4, Shamir 4 T R AL UE P, Z8F TRT H XM AP IEAEZL (W4, @ttt 7T
43 1 4115 05 2R 25 1 AR 5 3 bl 2 A0 5 A A4 e 55 B A O R R O B L O SR
SO0E R, Bl —R S 0uE S8, BT IR hE SRS, BRIEIE T 5 0 B0 81 S 6D A mT LR
E AR AR e N B 5 SEAR 48 5 0] L. AE Shamir $RINIET B4 T %G, T 8501
T7 AR KA o) Y AT W HE. %) 2001 41, Boneh F Franklin J T 002k P e w0 AR B2 H 5
— SR T 56 1 A P13 A4k O S U IR B R B A R 3 R T 5 ) 5 A o
METHMETFELTT RN TR, W T2 R,

BARET S E R T CA APHEBMEE, & h T8 W2 — s 1R Ak
MPKG) AT H P AR, —H PKG &4 I T, AR 4 38436 5 4y [R5 05 R 40
ST RERES. Ik, WFST PKG #2241 DU e 5 BT A ) 2 25 T 5 A 2505 1 — A ik
RO 8. HEr, A TRIE PKG 4 tt, M TRZEEHE REEE T 240 PKG HH4E
JR B TR s T S, AR RS RS AR AE 2003 4R IE R TSk, JFAEIE JLAETS
BT I B BRI A A P(CPK) T R HAT —E A, 4832
HPSE

NPEME R PR AR RS, W TAEMREE 20 78OS, IREZ M kBN P %
Pt SRTTAE ARSI, AT T & Mo Oy Uk = SV AT, A AT T A4
TR ARG 1) 2 A PE AR B TR KB R R Bl an, AATTEA1 7% 18 iR Buds &R A S AL () “ Bopt
P WL 2Ja, AMIZEETE R Tl U vk LR v R i AP s b, Y
Wi, WFCATE 22 4 (1 A A 3R 7 % 4 AR B 0 2 1 — A v i 1 9,

2.4 WEBH MRS

TR B 2 A P (S TE S A PR R 1 A B R RS B I A ) R I A R A T
filh 22 Gl HEL () — AN E I L TR UG, RTIE B e A ISR — M H I vk, B e e
77 EPr i B B A HbR, AREMRIE SR NRE ) 2w X — D BEh#E R, FRfR A
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el R L s i 5 2 e A bE 2 TR A 6 R Eein A3 07 A LT RSA i) FBUL ¥ 11,
A2 n] DA i Moy B AL 25 00 M 7 SR e Ak i SR o n LAAE 22 0 s Je) L DL AN R ]
U RN % 2 B A 7 %, IS A T A2 HE S, n] DU IS S A — AN B DL S A — AR
N 2 IIRE R v RSA . tHT RSA MBI IER— @ %S HAM R 2w A, Bk
AT LU Z) 08 J& o 4 X AN #0655 28 e A . w R B 2e 4k H AT 2 K A B i A
il B2 LUK I i PN = T

XF A B AR R UE, Bk L o B A 0BG B bR R LR LR BRAT R A S
RS A SRR s g PE 22 4, RIAUANIE — 2 A TFE B, BUh#E RRe — N0 e s
S MR MBI SC m. SRITLEAR 22 N FH B A, ANAN S R A A R 1 R P R NS I, AT
TN B A 22 A PSR S S sk . 1982 4 Goldwasser 1 Micali 753X 75 i fi i 1 T4
PETAE, BHERBIN T 3, S 7 2 i e XY 15 g4 XFk 2 0 3 i) A ] X
Ak, B EER TN BRI BIIBGEE A=A, Ay), RITFURIIEE A, 76
S ) Bk K A A AN R me AT my. 2, JEREBENLE MR be {0,1},
JLA R my, JEREIE B S ¢ AT Age A FHIN SC ¢ BTG N BB SO IR LA b 11
MR b il E L Adv(A)=2Pr[b’=b]-1 M AT AT 2 WA ] e A BRI B, R
Adv(A) 2 TT ZWE ), T8 BTN A ). BRiE w42 4h, 1991 4F Dolev 24 HL 53 4t
AN AR S —— AR e A PERA XTIl A B R, U E N ¢ I, I
i R B A — N S o FAEE S ¢ K TR B S m A me R SO R . AR R
A VEICRE L E . AR, T AR A R A, e TR AT 3 Ak A B A T A
AN, AR R KRR B AR B R R BT SR B R [ RS S, B i ety X
T2 RISl AR IR Moy . WSO IR Il . e Sl e,

X TR 4 07 ok UE, MU F AR, B AR SEBR N H 3 & RS R 3 R
Hhs: ()52l Wik # &l Wil 2 5ol Lk 24 3 ARG, WAk, Soph Bt ol ™ i,
SR, () A E O, B B it Mok 2 g T DR i H AN R Sk DUAR R 1 i Zh A
SEH BT 2 44 3)VAFAEE Db i, Mol 3 &k Mok 2 J5 vl LR At — N B i B -8 44
B LEAE Pk 3 BT X I 10 22 A G PR M AFAEPEAR T Ot BUARZE R Z B AT, M T4
SR T BE R B ATAT R L), AAAEVE DN IS O B R IE AN BAF I A fa k. AR, — M
05 SRR AFAEVE T AP IE 1, A4S AR G 5AS T DURIE S 44 I BLSE B 4. 2002 4F, W
SBR[ RAEAE VAN T it e Bt B 59—y i, AR R A cp TNk ok,
A AR R AT RE 2 (00 B VR e EAT 28 4 Ohits, DAk, AR MOk BT s 2 1045 BN, Jods
M TR BAIAYIS . BRI R M Nk R R B,

Xt A T DOk U, By AL vp o SO B A T U I T s X S AL
i) A BT AT R4S, SLvh Execute THH ML ) H T @Ak 5 Meiti; Send 1S AL 1) F - A%
FshHti; Reveal Tl AL ) A L4042 1 3 4 B0k, Corrupt TS AL i) EEASE R 17 22 45 A4 4
MHEE Oy Mok, B, JERE Test ) [n) AT g 101 S Ak BRI e A PR BRO3 H
¥ Bellare M1 Rogaway 7t 1993 4E# i B8l Bhif5 , Jifhm 224> v BIAY | 03 BRO5SP,
BPR2000P81 CK20015%14%, 75 W1 i 2005 4313 |, Choo X ix$ufsisiy 2 i () 5 R 4T TR
IFFRI0, S T AT 2 4 (R B AT 2 WL SRR [61].

FE T A B S AR 2 A VERF SR, B AT HOAIE BH 5 VR O R BEAL TS WL R

dEOIN R E X W&
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(22 A PEAIE B . BEHLI S LB & i Bellare #1 Rogaway®7E 1993 4FJET Fiat F1 Shamir £
WO LR 3 ), R AR AL I T SR XM R R Hash 58 B A BL bR %,
PN FA M, KA A AT BENL N . BE B LSS A R TR e A B
FW, RGP RS A AL E RIS HLSE SR AE. AR e G, FEHSERRK) Hash iR
HORr L RE AL S L. BARBENLI S AL N p) e thur B AR ARG, (RN SH Y
B (A RIS AEAE 4L, b, 1998 4F Canetti 250445 7 —ANEBEHLI S HULE RS RiEH] &
AN AR TTE, (BRI HLISEE H B AR 224, BRIk, 4000 T iE 2 A PEuE it
G5 AR T BENL P B EATUE I, 59— 7 A8 SR AE A I T RIS WL NI 45
VRSN (RAE . 1998 4F, Cramer A1 Shoup™™ it T 45— AN FEARUERTY R AliE B 22 415 b A
B AR AR 2004 FFIF4G, JLARIE T X MR BOREARVERL R T ol ik 22 2 A%
PSS AR T R AT 9T 15 % .

B T IR 2 A B2 TR B s S A, AATTE ) AR ECE S U AT IR R, iR T
M8 DNA 25 Ao F i [ py AR e 5 A 20 150 S5 T AR08 A B S 2L 58 100 4 HL

2006 “FEIEBUN A T A ORI SR, X2 R %Ak R L B — K, X
A2k e 15 A5 FH 3 B2 Atk R N, ) .

3 WEIHEMIRS kR
G B sgd, ATZEEHARE], K2 H0e B Eok B Tl 2, DI 200 £
S A5 B e s T 20 ML AR IS o R 468 W R A 2R G0 245 U ThT 5 RS it .
U7 AR AT T A S AL
31 WAEIEMERE
3.11 WA
(1) FULARSY. 1983 SRS [E FE Py AhlE 1A L2 —A (A& tH ARG HEN) TCSEC
(trusted computer system evaluation criteria)l’®. 75 TCSEC Hv4fi— ke H 13 11 541 (trusted
computer) fl 1] {54 5E TCB (trusted computing base) ML, JF4 TCB 154 R 482 &1 3LAt.
1984 AL B AEHE N T TCSEC 2 Ja, R AFh 7 SUHZkHE T a5 8 i B¢ TDI
(trusted database interpretation)!™ A1) {5 k4 44 i B¢ TNI (trusted network interpretation).
KA T AL R E R R G2 AT 5 3
(2) FEUL R 5 ) SCF R B AR R R 91 oh B — et Al s v LA A5 T SR i . 2
ERFML BRI — BE VN TN R G 2 A R BRI, BT ENRZ RS HEEN iR
SR T SR BN, BEE S BRM R AR MR R,  RUL ARSI 5 00 G 1 =) R
(a) FESRI 75 B PE, M e e BB  IR D
(b) SR T R AVERIVEY,  FIBAT 4 H Ok B PP 2e AP 0 2R Ge 45 W R AR B 26

3.12 W{EHEREE
(1) TCPA I TCG HIHIH. 1999 4F, IBM, HP, Intel MK L5 4 1T N &KL T a5
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HAFGBW TCPA (trusted computing platform alliance). TCPA HIET, kR w5 H 5 Wil By
BUR L. 2003 4F TCPA B4l A f5H 54140 TCG (trusted computing group), #ri&d il {5 154
AT FHAUE (13— 59 K. TCPA FI TCG BB T {5 vH M3 =i, TCPA F1 TCG
C2HIE TR TSR G . S AR AT 15 4848 155 — R I B BE

(2) TCG nf5 it 8= X

(@) B IXFEHBATETEVCE S MRS, JFIX— S AR Bk S 4% Tl . PDA FIFHL,
1M HEBARL T E TR B IR R 2 R B 2.

(b) AN IEAT BRI RS2, SRR T R B SR RN e A

() HEhnra kA Bz . BHarEps LEREPE)EE 200 25K 1T k#ER A d A
7 TCG. IBM, HP, DELL, NEC, GATEWAY, TOSHIBA, FUJITSU, SONY 228w #8uFhlH A &
{5 PC HL(E XML 2L AHL). ATMEL, INFINEON, BROADCOM, NATIONAL SEMI-
CONDUCTOR 4§72 |l #f il th H O v 5 P 5 B (TPM) S

(3) By vl {5 4. BRI T 2006 4% 1 H A3 T % A8 <TFif vl {5 71 5 (open trusted
computing)” I (ZHHEAFFL IV 45 23 ANRIITHL R TN 205 5T

(4) nEIE AR, BE BRT TCG Mn{Eih8E4h, &5 AHANEAS 5 TR IR

O WRAIR. REMEKE TCG AR RAL, (H MR AT $E H T 4854 Palladium
fR T A5 BRI TS Mk T i J& Trustworthy computing, 117 % 418/ Trusted computing. Intel %f
Wk Palladium $HRI45 T S0 FF, BAR T 32 4F Palladium $H811 LaGrande TifEH A, JFit%) #E
R LaGrande #3 AR B8 — AL 75 ab 31 28 U8 5ok, ik SO X — k8l ik % 4 NGSCB
(next generation secure computing base).

TR HE BT — REAE R SE VISTA. VISTA SCRERMEVHENLE],  IORHAGE 5 o S8
.

@ ZEETIR. AESTFE R I E LU AR — AN E ) 4r 32, 1995 4EL[E Jean-Claude Laprie
MZE[H Algirdas Avizienis $2 H AJ {35 147 (dependable computing) (F# . 728454 5411 1H 1999 4F
B AR 2 W 4 o ATE T2 I(PRDC) 5, MBS0 T a5 v SR SE. AT ) AT A o 5
SRV ARG T EEE . AT PE AT SENE, T EL R A s vl

TATN KT E R I R, A [\ 0 B R 238 AN (8] 1) A B SR 5 ), 2 IR IE
WEE, 2FARUPRERMRIL. BAEETHERERERE, AR5 IR 2 & W&

32 b E AR

T AE AT A5 VLA 0 ARG, AR, R T e,

2000 4F 6 H Gk 2 /) FaR =G, TRRIEG 24t 5L, 2004 4 10 Hilid E K
IR ERFM AR . Satrt: XeRBRESE KA EHHEN A EITET . EAER
GRAS MR F R HYS TCG MMLYE & — 350, 76472807 A pral g, EaLmbf
ZESE X RS 2006 4F [E S D RBHERE D AR 0K — 7 Tl [ SORE B A DU S R A
YOENCEFGE LB, AT, CAEREBUT. 847 7 BN AT A5 21 52 b v i 980,

2004 4 6 HAERW A TF T E e i TCP igkx. 2004 4 10 H EMF IR S S R RS0
FERPE AN SRR RS RET, ERN KA T HE—mh E G S
B2 RN 2006 4F 10 H, 7EIdb K%ZEIF T8 Zmb E M EH S5 E B L 2SR



136 REEE E B OFEREE %37

2005 AEEAREE B it i el (5 TH SN U 4R . [R4E, bt JEH AR TPM
O O F T, I it 0SS e ] 5 i ) £ 2 5 A ]

UbAh, 77 5B IR REME S A WA TSR AT O R E R
PG AEWIT ST DT A5 i BT ST P WA T e T RIS TSI AT

BIBURE RS HP ARG ERT T8 T ol TP 6 B s S 22 4 it e, 3L
B9 13 280 [ o R 4T Fy e DB,

P S R BURF SR SRSV AR TER RN, &

e, P E R RE VAN T R R B

3.3 W{EH MR RS R R L

331 AMETHELR B AR A A
TCG ik, WIARFEF G N EAT B e Bk M 2 A7 A

B MIEETT IR, — AN ETRECE G LR & 4 N EAREREY
FEERERS fIE: 2 4% N (Secure 1/0). {7445 BT i (memory curtaining) . % 3
f {7-fifi (sealed storage) FI°F & £ 43 1738 F21IE W (remote  attestation). ] {5 i1
TIERIERS Hrem ELEH TR RS 22 E ., BrRpGs i, 22 hilly

* IRV 2 ) 7 25 47 s 31,
AR A AR e —MEER, ML — &K EAT
TERHEFE B, NEAERIFRBEL-F &, 2 ERS, MM, —Z0AE—%,
f — YA — G AR E AR R BN TEENLR S, AR B

- PLRGEM W] E.
e e —ANETFENRGE R ER . nEMAE G ITEERERSER

AfE N ARG A 1 FR).

332 A{EmMtS Sk

(1) AE MRS, ST rIE Bl M AR B gt — 1 e X, AN A LN AT AN A R Re . 2
LA LUT LR ik

TCG HISEARAT A (P oK 8 SCRTR s — NSO wIE 1, e iAT
7 2 B WU H AT x5 SUR R ORI T SR AT R E, FF &1
L PR I — s 7R F R A S5 U

ISO/IEC 15408 #xifkse L nlf5 A Z 5t MALIE . 5 AF sl 2 24T B4 1 N 2y Fiel
(1, IF e W SR AH9 B A1 4% BT 4. IEEE Computer Society Technical Committee on Dependable
Computing AN, Frifvnl {5 &R THHENUR G H2 g i Rk 55 2 v LR ik Ho2 lfE M, BRI TF
FEHLZR G BT A A IR 45 2 T A MRS, i FLISCRl T A5 g 2 ml e g U7,

Tt B O s AHE~ e+ 5. WETH R R G R IRt R g Sl W]
Ph A AT g & AR T S LR 4e8,

IEEE 4w %5 R 7 & 1R Al {5 3+ &L F) : 1EEE Transactions on Dependable and Secure
Computing. A WLIRATHIM 5555 1EEE W] {5 V1S90 ) 00 A 2 — B0,

N ek 7 LT Y
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(2) FAEREYE. BB ZJuR R, BT X Xt 2 (A REAE) L 20— (BF
PRI AN A) B2 X 22 (R4 A1) 1.

EAERA —HME, BERA MM AW, FAEA—E HAX

PRtk B AEAE B Al B AL A FAER R, Bl s

R T DL &, ar AR A 4. R AR i, (HANEEXT, T HL

FEARIR I RE P A B, BAERAT IS, MG 53H8(E T30

AT 8] 25 DA 32 AR 5K

(3) fRALMFRAT A, AR ARIISRAG 7 ik 1 24T B AN R IR v, B0 A R B LU I A2
E, WA X B RIE AT LB 5 B LMERIRBDRAE . BT M I EA A7 2 1
AR EAEAF AR, B A M1 B DLATBCAETACAE, fEXMEE T, A "TLL#lH— 15 B L
BOABMSEAR C Rk B IE(EME, JF HLESRSHE C 5 B A HIAACHELR:, AT N
AZAE R, BFEUE C Il A RS AR, A RHE T RE L2 BHERE IO TR, X~ T
fRAEHE.
3.33 fE{EM B HHA

AT, %15 1 0 8 05 30 04 5 AR 2 24 M6 8 UM £ AR B 9259 | 1 BRI 0% 11
AR RN | T 038 40 () A AT A 2R 90 | U408 B 14 475 AT A 2 COTR0 3 T IR R AT 22 110
T AR BRI (E R A ()3 SRR 010 5 B — B Ak, W95 LR R vt 20 2 L s, SO
] S AT T T A L AR AR K, N 2 BRI ST R A R i R R, T TS
I8 X I B S

334 [S{EMRAMEITEE

BEARMRAEARRE 2 o5 T H - & 1R 2
KEREARZ —.

FAERERGEEMEE L. TCG A —ATT
fFik 57 G0 s 3 AME B alfy il s R
RTM(root of trust for measurement). W] {5 7% fif fR
RTS(root of trust for storage) Al mf {5 # 5 M
RTR(root of trust for reporting). 15 A& A ¥ ] 45 7

) B 2 4 RV I 22 A R R N\
o TN o - . TiEERIR ~
fi AT BEAE 7 AT 5 38 AR AT AR Jé S B A o 5
PLRZE. 1 TCG [l {E PC BB, HARg TERER
THfE PC HIEATEE, Wi 2 pros. BATTLLA IESRE  —--->ER

Hi AME(EEELL BIOS Boot Block Al TPM 45 /4 /2 TCG i PC M {Let
{HEMR, 24318 BIOS—OSloader—0S. ¥ X METEE, —RWENUE—%, —RGET—%, L
WARIEANT- 6 11 RS R VR I e 2k

335 A[{EME. 65 HEHLE

RIS IR PLRR AR TR 5 A ORBEEOR. S TR GO SR U ) sk
PTG I, IR R ER, Stk v & fe g
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N5, ARIEE 2 Pt AT AT AE I S R GUTT LN 1 R S B U S g BRI &, A
MR RGITHLN B R G U A L. AR R G TAR G Mshas a5 &, Bk g A
REROR R B8 AR Ja A aS I e v, AR, o Bl (5 0 B ORI IR G, H AT, ik
[ Abad 2 [ Y Bl 45 T SEHLAOE R e 8 58 A SEOLBh & AR IR . A2ty SR LA

33.6 W{FIHEER

TCG MMYFEH T A5 %48 {5 PC Hl. {5 PDA Rl {EFHLOMES, 110 B A RL H
THEOARITE.

{5 PC 2 &ML mE T 5F &, 3 ZRHIE & 7E AR AT vT {5 /) i i TBB.
XA TBB & nI {5 PC ¥ & BIMFEAEMR, &4 H Tl F S AR CRTM (core root of trust for
measurement) fll 1] {5 F & Bk TPM (trusted platform module) LA Az A1 1A AR 2 18] (3% 4%,

337 WA{EFABY TPM
AEFEBE TPM J&—F SOC &), ‘&2 5 157 & A5 AR AR (AT 15 A7 fil AR R0 AT {5 4
), HewE 3 FroR. Bl CPUL fFfB3s. 1/0. i thAb 3 . FEHLEG™ A2 A A X
PR RG AR, e R B I W E RIS . A InEANSL . B
ARG EIRE.
| R R TPM J& 0l 5 iH 87 6 I E AT AR

1/0 o I AR AT R L 2R R [ AR e, R
(PR S8 2 25K FH [ 1 20
FhRMERE FHRE 338 i%ﬁﬁ‘
HMACE % B TSS (TCG software stack) /& ] {55 i+ 57 & L
TPM (WS P8, TSS IAEH F 22 N EE RS
SHA-13|8 RN RN FHEAF PR TPM 42 1.
TSS WISl A WZIE . RS IZAH
BEETX MITSIE PR
WAL Z IR O R TS A5 UK 3l TDD AR,
TR PEERE | wsmmmmes) TPM BRI, IR f

K3 TCG [y TPM HEIE] RGE. RGO A 2 P fE B

W) TODL Ml {5 TH A% LIRSS A TCS, b TDDL J2 A BT 82 01, TCS X1 6
T NS I RS FH R 2 AR O AT A IR S5 SR B TSP, TSP 45
BB AL IR g5 i 2 1) APL R 8, AR R AR 3 m] DA (S Hb A8 TPML

TAEMIFRRE AN T N PR PR A F iy 2 R 45 N APL B TSP, TSP Ab ¥ JSidik TCS
Fifk4y TDDL. TDDL 435144y TDD. TDD AFEF19K5) TPM. TPM 45 Hifm N, 2 1% TDD,
TDDL, TCS, TSP %45 W 1.

BT TSS e, AR R AT AT (E A TPM Frd it (0 n] {5 755 D) Re.
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3.3.9 WML ER TNC

TNC (trusted network connect) () H A2 A T/ 9 25 U7 [l 5 1 5E 22 1. TNC 21504 3 J2. W
Ui 2 BTG M2 IR Z 4 )2, SCRFBA I VPN AT 802.1X FHR, X—= &
F& NAR (P25 15 )15 5K ) PEP (GEBSHUAT) FI NAA (I 48 17 [0 45 ) 3 ANAE. Se ek vEAG 2 iX
— R ML A TR VA ARV M SR ) I e B RO, eI R X — 2T
SEFIIGIE AR TR 5838 PE(E &

TNC 3t ik 25 U5 [l 15 5, 38 4R FNIGTE T =K 4 10 58 B PEAS ., MK — 58 11 22 4 5 IS %o o e
5 BT VAL, e 15 RVPE R E 5 S I8, M LR W9 26 2 F2 (1 ] 5

AR TNC A A £ I 25 34 2 16 ) {5 i 1) (5 N 4% G THNA S T 2L — 25, (HOE AR A H
(LE T H0 A e AP PRI =2, A IO A 0 R 5 5 52 T T 1) 1 {5 e S AN 11
3.4  HAIRME VSR R A AE I — 2 R]

H AT A TE 5 228 oA [ B f R e A sk b i — AN Bl v . (E2, B AT n e o SR R
TSAEAE L DA BRI 5 i e 4 i) 70,

1. BRSNS .

Tt 2 EAME L E P, FE TG AU A T A BT RS, BT E T R IR
AE VR ERIE R G THARTFE. 24, MEH N NIIE T H ISR,

AE R AT VR R SRR, (ER AT B D A A S M RIS S k. ST RE

FARBAEHET 60— IO B AR, RIS, R EraEtidid
FE b 8 O B 1 i 5 BRI SY, DU R aE v AR IR ST BE SE R 2 b PR R IR TSk

, R T, BRI R AR AN RERE AR, BT
ARSI MU KR IR, PRI, 8 T {5 TS 00 S Hh = R R R mT s v S

2. —RESCHH R M AR B

HHT, JCie 2 B A 2 A B T {5 TR LR R 56 A58 TCG [ PC HeARMUYE. 1, Bha
AIE R AP RAEHLE, 24 110 45

3. HRDERMERZE. WA, i FEAN N 0 TS HLHI L.

HEl TCG 45 T vl 5 vHEAIAEF & BIAH S H AR FTE AT (5 W 4818 82 AR, Rk %
BRI ERAERS . v EEIE R vE N BRI, W 215 48 HUJE W48 355 3 1 5 —
o, T IR H R SR A R PR A S, X T T E D I E RS, AT G T
o, BABAERG . WL Bl ERN T4, AN RG0S AN 22 42 (1 18889,

4. GRS BRI 45 A

A SR P SV R A, R AR R A S A S S R, B Al
X7 1 BRI 5y ik =

5. FFTHEM N FE I

RS VRSN L nE TR R AR A H 1. HATnl {5 PC L. TPM 5 F # L& 15 31 52 B
N, RN USR8 2630 B AR AN, R K i

35 ARV BIBEI G
LB B AR TSGR RIS PC P S IFAR N, (HZ2E IO N ] S A 2232
2. AETHEIE . ORI R R BT R,
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1. RBEHEIA

O FEIRMRZE W WEUEFE AR, nE T & R g5
@ TPM HIRZLEH): TPM RELELE ), TPM [ EL 22 4, TPM RN A
@ WM E B AR: AR, R, HASH B4, YIS 2.
@ FATBREEAR: SeHEMEATEE, (ST REM L

® FAEMER: SEMSIENE. MRS

® nEHM: EERERS, nEgmRE, ESEEE, TE N AR
@IEMEE: nJ{F ML, TEMEEMY, WS Mg, nlfs Mg,

2. I

@ E VAR AE VR BCE AL, n S TR AT Ok AR

@ AMEMHE RIS AR S M R R S vk

@ (TR FATMMEIEE, (S T L FE b 3 0 &

@ WAEHAER: nERA TRETVES, WASREP R TR, AT
3. AEIFE RN,

4 WML S LR

A S LIRS, B 1 5 0 S AR B 0 e, AT R
SRS AL TR AR Rl FR TSI 5 2 7ok T2 ST 0 1 L B A
BERL, B, LG, MR, FAIESIIERI . S Al SRR A
RAMK, GAUEE G, WA BRI S B R R
STTHAT T OFST, FEHTR TR RAOHI RS %A, BB T — APl aTLUF, T
440 % A HR R AROR A L AR R RS, A M A TP ISR BH A2 A
RYo. WLBIENRL, AT, TS 5 ATTREE T IS %A RIRE

%%[90796].

A1 AFFEHEER

N TF B R A Vit (PKI) 2 AR & — Bl BE % it o (9 48 IR BE p S AT SR AR B S 2R,
G0 B . BERIINLE M SCHFI e 88E . AT AT S T JLAE, PRk, 2
ARAFBOF BTN PKI BORBIH IS NS 7 1 m B, AR AUE B A= 4 1BM,
MICROSOFT, BALTIMORE, CERTCO, RSA, FUJITSU, MITSUBISHI Z5#547 PKI 7= 5. E )
REAE B AR WS KIETG. R4S, Srm 3 2T B 1M PKI =5, e 2R 5
i Bz A R S S ) PRI vk PKI ARG K. PKI A8 2R 38 GAIER A%
AT T RSV FOIF IS T — e BB S R, 3 KA A H R AHEE PRI brifE ) F
FEEIE, HCEKRAM T —HAH AR UERE TG

[ Y AR 25 R FE R E S B AR AT S A5 AR S UE WL (R E AT . (ST . S UE ML
). EIAE BRI CA KHPA. FAEHN A E il &0 MESHEAR). IEBE
PEREAR (BLHEE D PEH R L UE P RV F6 R A A 3 S5 R) . PRI 22 A% OB AF (B 35 AN )
ML) CA R4, RA REAI KM RG55). PKI FAR P S (G5 & AR PKI N 20 R 4,
Wi R, PR, P A RSN &) CA R SGAIER AR PE. AMZAEZ CA HAR
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ST T BT PE RIS I R AR PR, I Wi P EAE PKI SCHBEEOARBE
G N 5 T IS T SRR e, TP AR R AR RE 6 T A AE KR R 28 IR X PRI R
RISEPRTaR, IR N T T B 2 A < A% [ K 0 .

PRI J2 fiff g 1 25 IR 355 T 45 AR 5 B2 AL /KOG B, e Jol i A Pl 17 7 25 AL T 055 R4 h AT
HTRE N AR, PRI A 3L H LR DU

1) NAEEEH. B B R T RSSO, AEHHTTEE T, PRI 3 R AME AT
W 28 PR8N IR A5 AT L BB LI o HE B 3, A R 215 B 32 N L B N P R 56 Gk A 5 A% )
AT AT R — 2B W SRR

2) bRAEAEaTE. PKI T2 B ] e 3 B L IE L B M AR ) R, BR T R T TT AL,
PR A B34 FL IR 4 A i O () T A i

3) LS. LAEYRHMEUU. TSR APIEN. IETHFE. AMREZ CA
AEIER, CA SFEFTEAAH NI 5 A

42 M NRRN RS

NI RS (IDS) BAFHE T P25 (¥ 1DS FIEE T ALK IDS PIRSE, A FEHERE T M
2511 IDS. 45 1DS fefs 35 W 2% RGP R I N 28 Bl I R 2B, 9 RE T RS B K e i
HRE ), $om 75 B R r g5 M se k. e NN RG24 T o0 SRR B, IR0 T
KELfE R, WG R 25 v 1A 3 I e 4 SRS AT R R 28 1) 4.

N AP SR 2 AR A IDS HEAT T K RGOR NS, FFIE BT K5 1 SE T ™ i,
FEAR 2 A5 B A ml R AR . R R B R I0 & R A5 4R AT H 21 IDS 77, IR Z 05N
HAWFH T 1DS JRA RGE I KR AR T K S AR SR AE.

1990 FAEN ARG EIF IR A NRE M EIA, P2 NAZ AW FZ AR GEA . i IR 2% i 4t
/3 #2117 Heberlein 28 AJF & H1 T NSM(network security monitor). 1% 2 48 56— I B 8% M 48 i
VR VB AU

1992 4 e A4 B 5K 2 4 SR AN AR R AL ) 2 B i) 40 A SN AR A R 48 (DIDS) 1T 5T
75 T HERE. DIDS 4£/ T Haystack A1 NSM B F AT IO NRZKN R EE, 26 T W& Mshae, If
TERG ARG IR EREAT 7 o4dt. DIDS tHEHUEALAS . 5 W WAL 8 ANy il s 2 h, 7 #T
USRI TN E KR8, DIDS K H 43 Ain i EcHs R A A3 A s 2 A, (ROl 7 i
P,

1994 4, Crosbie #1 Spafford #& i F A A ¥ /A2 (autonomous agents) LAfi# 5 IDS [H AT 4 Jé
ML TTYEGME . ORI A M

1996 4= Stanford-Chen b T iR NMAZ M RSy - H T GRIDS(graph-based in-
trusion detection system) R %t, % F Gext K FUE B 3 5 P 7] B A AR 45 %% GRIDS 44 HI &
TE it 3 HRABE 199 28 v [0 288 AT Dy, e o DR T ) 9 2 oy LA k. LR B e T R R T I
IR EIRAGERR, B AR RN R W75 N L 58 k.

1998 EFE A, X —Br BEAER I 7 m B RR B N 2, T fn EE TR DU SR A it R A
P SO B TP AR T 4 P NAR AT . AT RN AZ AT L TR R AR B A NAZ R L 2 Y
LR RIIE RV VLAE LA, A THEm IDS 77 dh dUAF K5 2ot 22 A p= i 2 TR IR EL 3, 31X —
B BEAATITdE e AR IDS FIbRTEAL T AE.
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1998 F, = [H [ By = 4 W 571 %1 B (DARPA) i & 7 3t F A K ML HE 22 (CIDF), Hidg: 5. i
TN R 2 5 4 07 0 e A s B0 = B RFAC R T AE. CIDF EEAH T — Mol AR B E =
(CISL), HIRF/R ARG FHAT A et WAmg N . 4 THE 1DS M4 _F 43 A 1 R AT 45 (1 414,
CIDF 5k R0 — Fofo i 1 11 0 5 4% ORI g Ay X DA s A A R0 A% 8 (W #cdfs . CIDF Jnfis i T
EEEAHE 4 50 IDS MR RS EAEAES] WA E SN 4242 1 (API). [FE, CIDF
SE X T IBANZ NG S (CISL), A NRAT A, CIDF £ REY PEREYE b LR 3.

IDS &5k 20 ZEMIKRE, BARCSIAG TARIEE RS, (H %5 1 4% BRIV & e 5
AT A H s E Ay, RERTZALE, HE—DHME. IDS kR EIHLIT =K
Ea

1) WA N R RS, KERIENSE AR ATM. T IR PR W SR 4% H B, o]
SIC I B8 A v AL PN 48 BB T D S I N AR ARG DN 2 28 A T W PR B SES e A A T3 K RIS 43 A1 X
RTINFE 3K, A5 FE B — PR A R B R 5 .

2) PrfEAGEaFA. IDS [R5 SR EER L =y IDS 7=l AU S 5 oAt 2 A= b 22 T 1)
FERAENE, FRUEGIEARSK IDS KR IR E 3

3) [ AAZBITE R ZE(IPS) J7 18] & R HI#aFH. IPS & IDS [—ANKJEJ7 1, Pl f e M 2003
IR TIPS 7 ah, 14 IDS Dhfe 4E IPS ZATI Ik B — Rl MM IPS BT
T IDS, B AR IS 5 4T 7 5. IPS 20 IDS MMz o, AN 4% T 155 ki
—FERIIRIRE ). IPS BT LAAT R A v 5 B K RS R Bl I 42 1 o) 3L, gk I B0 7 A 1 AR

4.3 4% B

B 5 9 26 12 R G AH R AR (R e, IR S SR X IR A e I L s 1 2 4 (R 2% 15 il A A2 DAHR A
THEHLE R NR KA AR BT B, B mg i e ahusl, Tee 1989 435 [ [H
7 0 % B P - Mg B K2, b L T TR B AN T LN SN (CERT)” B L Wb ik vy
(CERT/CC). CERT (W rbrii & {5 B 24 i A& R 7 sh A B 47 1 e AR

1989 432 [H [H i il sr. CERT/ICC ZJa A, FHE i = ZERE B B K %4 &
B WA SR AN R T T N A 4L, e R EBIR A R R ms . WS R R S
WEUEAG 590 RvAN A= LY T A= N S N S = S5 9k N 1 e 12 S S e Nk [ A e 2
HALT 50 ZANFEMLN 2 A, A8 E KA Y2 A S R LR RSP,
CLEE T 17 5 4 ] 1) 0 2 ) 5%

BRI KVED S A6 R I 2 B ZORTHLIX, 45 ) 2 ik [ S8 CAH 4R 8 7 T 45 B e 4
AL A S E AR RN Y S A R, T 1990 4 11 H par 1 [ e vt St ma 3
5 4 T AR RIE »(FIRST) 41 . tbAh, WK B 58 At X B sy 7« SR 55 fFma 5 0 38 40
Z17(APSIRC). # V5 B AN Ady, EEMA R REARR, InEEEAE, SRy EE
LA AT 1] o )

RECENSFZ A TIRZ N AR, W 1999 4 5 H o i+ B 208 FRHITE
THEMLN 2/ (CCERT), 2000 4F 10 1 2H ()< [ S vt ST 0 286 I g A A B oty i o0 (TR
CNCERT/CC). CNCERT/CC & 7E A5 B b 8 FL 16 M I S Ab BB R Ip A R H S, A8
F] P T SEAL I 28 22 4 N S A R AT 1 B S AR RIS TR IR LA . e B 03 Tl o8 L 45 1 S AL I 28 22
AN Z/NL(CERT),  JEFACEEE K AL AE M4 e B s, AERAR



%20 RS (5Bt 143

EEZCE- NP s QR S EPSINANE NV S kv g e R INGRE K7 ot AR T N
Mg B A 2 RS MR SCRE, B . sy TR KA O BRI 22 4 I BB PR
B HAT, BARZREHR . K Bes. L A gl A7 o AR 2 55 21 19 2% 1. 50 S (1 4F
FATH. (R R TTIH CATER T 40 PDCERF Jrikaf, RIMES . R, 40, MRER. %
SRERER 6 DB A0 THI BT A T RS IS ™ ih 5 R 4.

BAREEAR TR Y A B S N AT TR ARG, RS TR A R, H
ATVF 2 BT T ZRAL BT T

1) N NARRBTIE. ALY S N SR S R 5 AR AR RN S SR A AR
&

2) BORFRAEBEFT L HITT. SR AL T A A N S B A SR A P I AL SR, T
It A 1 S Y R B AR S A S AR (R N T B AR HE A AR B 5 e AR AT Y, B
AR HEHBR A SR, ORMa 2RI LR, e edifb) M
NIVAE SIS 7Sk XA RIDE L NI TINIR7S S 7 o2 L DIV 7 o -3 = SN 1) IVars U 0 VA W e N 74
AR RARUE . LR L A AR M SR, A SR AR SRR

3) SCIGPABT B, A e S I P AR R N M N A AR I s N R SRR A AR SR, A i
T3 /N B AR T E 78 70 ASADU A 3 RSS9 206 2R . 1K) B8 1 S 560 A 35 P TC 5 LUK N2 PR P A 40
A UASR A — AN BRI I ) 56 e F- 15 A0 N F ST AR B UE 3 5

4) KU THIF R N RO W A% O T TT R e Y S N AR R R SR BB oR BA YT, 8
i AR RIS 50 bl ISACISAC, KL I 46 47 4 <A1 Wip ) T 5 or. 55 DR el s 42251, 22 4
FIFMERG, KBRS LRS- 6, KRS, fhHKERS

4.4 W& Ar A A7

W 266 ] A A7 1 (survivability) IF] B br & 75 W 45 5 G0 52 Boali o R IRy, Refg J it
Hh 58 J HAT 25 I e 7. nT AR A7 e 0 B R AR JEARUR BIAT AR AR DD J5, 3R 40 1) 22350 40 2 381 404
TR, RGMKAR AN 5E AT 55, IR IS BN IR 4S8 . 4 T A A7 1 RS 1)
BT 5E A 9 2% 22 4 1R — AN B I IE ST L, VF 22 20 SRR 5T MILAS) #7147 A6 3 7 1D 1) AR
I JE KA A Portland K 2% 1E A6 G VR T S B BE Al Bt OR3P (1 4 8 AT AR A7 1 " LR E 9T, A
58 St R it At P T AR A VR L A AN R A BT T S T AR A AR R AR RS, H
ZIS IR ARG, VFZ A R, B2 iR N B AT SR AT SE i MET 5T

W2 Tl AR A7 B R G NI 4 DNOCEERRPE: HKPUAE 1 (resistance) . IR fE
(recognition) . & & i€ J1 (recovery) LA f 173 V. §% J) (adaptation). PZ mT A= 47 RE S e, 6% T
Wi 1A Gt 22 A, A AATTRCIR B2 AN R SR Al (I BOR AT 3, B T L e 4 5 AU 4
WA, LSRR RE, SRR A K B BUd . SRRSO RE R Rgm. w4
EREJAT — MR UIRSS Bz O ORGP 5, BT B s il 2% R — e R b 4
F, AR EARAE M) 2% 58 G0 T A IR 45 T 4 88

P 28 7] A2 A7 PR BRI I AZ O 2 6 TG S R G I AT AR A P B AS IRIEST . JE I AR G A
—AMRGEPIIA S HEWIIERB LT REA RGN 0% A IE . LSS ok SO0
BEF M2, TR A ) AR RF A XA 40 F . I 4% T SR R S5E 1 i a2 1) G PR 1Y) 8% Al
GERIR . TGRS AT S8 IR BN AR R AL T 4. ERXAN M, BN S HE
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AR B A A, D6 20UF A AR T Im T 12 5 & A5 B, 10 HASBEAE & 198 [
AMTAEREHIR. X B SR AT ISR AL Ge (0 7 i, il — RIS N A DA A AN 1)
AT, N ARG EARPEEAT /A T, DARAE S Z AR TR R IS B0 R, EAT AR B RS AR
(1772,

BT, Mg n]EF R I E R RN AA

1) WAEAE WS AT T iR R R FASE M) 4 3R 48 AR A7 Re T EAT 20 i, 48 20 B 0 R G AR A7 g
TRy, BT R H AR XU (1) 7 s, W R G v BB IR IR 255 ELAA SR ARPT T . AR T ATk
HHeIMISEITE, HAMRAEAFRE )RG5

2) RSk (emergent algorithms). 'S5 2 5015 FHORWIE 9T TG0 S R G AE 1 I Fl 52 21 % Fh 2k
R Mk MR IR Iy, FLAAE PR R BUIG Dl.  B A AN TR) 4% 48 53 ST 1 9 R sl o A AU
EBVRE, SOERE 0T AN 2R T AR R R ST, AR RS KW RS, KR
SV N 238 N TGk SR A s A I AHERA A5 S, AT T SRAZ T R 20 o 20 R A A DA R ) L AT
D3 (R I AR B IS T . RN, B B R 2 R B A A A B R A B B S AR X
LGS I A 8 BV PTG g v B M DA A T

3) WAEAE REBAUM I, T LA RGE MR R YE, I R R AN B 8 56 4 iE H
TR, Fa BERRATE— 2 I KRB T .

4) AN A S TR TF R . ALFE GEOE7E W 25 R A (S B AR B SR A AR, 0 4% 2 A g
PEFCE . TR R B R, R TR

VAR, BEBURTT 27 AR G S v B A 4 e A ST, T T R AL
s, AR VE 2 1) T B — D iR R e, DR N g LA LA 5 T S

1) PSR i . MBS H Ak, I I % N 2 e R A R R B R bR HE AT, SR G R B I
B, O THITR

2) W] A= A7 PE (survivability). W2 T A2 A7 PR BEIS E A N 4% 22 4 10— AN BT I AF 9T 3
HATZ B IRIEARA G, VF2 B A iR, B SN BRI SN A] St PRI 5T

3) BB ML 4 e 4. WIS ML ML 12 AR REG M A0 2L
AT, AW AV T
45 {5 M4

BEE W2 (1)) 32 N R BCE BRI R R, AT45 0 5L, IRSE B — 10 9 28 22 2 B e R 26
TS B A B A 1 Bty i SR U 2 ) 4 DA SR s aseRe o 2 B H BRI, A ORI 9 48 )
Rede il A& IR 55, WG Ph R 1 5 190 4% IR 55 o o () | A . T, APk AE B b B
TG P 483X B I WE AT 7 1. AT AR RO 4% 10 2 SRR AL S HL AT e AL AT AR A A T s R,
TCG /i1 T AlE M4 E B M AR MNE TNC, [ RS A] {510 1 T Al #1020, arf i 2 2 —
ADEABRERE R, D S ARZ ) E AT,

5 [5BFRBMIIE SRR

7 B (information  hiding) & — [TRE & AR I 22 BE. A5 5Bt il LUy 4 B i £ 1
AR 2 BEARAE BB AR
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51 FlfEE

R i £ 3 1T BAE— 35 43y B R £ 38 (sbliminal channel, -t Rk A 98 13 188 ) 7VRI a4 1 (covert
channel). [ {5 18 42 G 770 2B R AR I ) B0 2 4 RAIE B — P BaikfEE, JLrE R
MRS, B MMEE Pk, B EEG R — A HN RS T TN, ARG R
SR R O\ A B R SR N B S R AR, R SE I T A i 4
AW UE ISR T, PEECRESE BT WO R T R SR I BRI A, AT AT oAt N S8 AN SN T %
Pt b 75 BT Y A AE R,

245 NICEHR W T 200 3 F 58 MM k. X7 AR TR g 78 2 1 B O

(R0t s RS T 22 A PR 0 B T A5 T e il b

A 10 2 A 2 T AR T8 v e SR K A — b BEAT B OB AR IR 18, A A TP M ARSI &
PR A% L. B A% 20 mJ LAy Sy B A 1 8 (covert storage chaninel) il 55 i i [ 4 32 (covert
timing channel)™. 75 Bl 47t 738 v, — AN RERERG AR B S NAE il M08 I 53 — AN ERR IAE
R FE RSN R AF R, AN HERERE B SN R G BEUR (B0 CPU N W) A P BEAT 4 1 LA
S5 AN HERE T LA B S S IR 8] o UL R S, DL S R AR . A R T DO AR
SRS 77 XA R, B K O AR REEMEE. BEERPUITNE. BE
T TE AT B TR R A
52 ZERAE R

2R £ R OOV DL 2 A 5 1R b i Bk, FURD 2 R B0 I B TR
(redundancy) FH AT W ARG T0 4% >k B b 2 45 B R A . MWT o R0 B} 27 R0 5 Ak B £ B2
e JEL BRI T LA A AE B TT 35 (SR R AT & IAAE) B & — AN 9915 5 (BRI R). mTA
(R W5t & 28 (HAS) R 58 R S8 (HVS) 20 #F %52 21— 52 IR 1, R 2 &I 5508 T
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